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NHOOPMALIIMN" (BMECTE C "METOANYECKUMHU PEKOMEHJIAIIUAMMU O
PASMEIIIEHUHN HA THOOPMALIMOHHBIX CTEHJIAX, O®PUILIUAJIBHBIX
UHTEPHET-CAUTAX M JIPYTUX HH®OPMAIIMOHHBIX PECYPCAX

OBIIIEOBPA30BATEJIBHBIX OPTAHU3AILIMI U OPTAHOB,
OCYHIECTBJIAIOIUX YIIPABJIEHUE B COEPE OGPA30BAHUAI,
NHPOPMALIUA O BE3OITACHOM INOBEJEHUU U UCI10JIb3OBAHUU CETHU
"UHTEPHET")

MWHUCTEPCTBO OGPA30OBAHUA N HAYKU POCCUACKOWU ®EOEPALIUA
OENAPTAMEHT rOCYOAPCTBEHHOW NONUTUKU B CHEPE
OBLUEINO OBPA30OBAHUA
NMACbMO
oT 14 mana 2018 r. N 08-1184
O HANPABJIEHUA UHO®OPMALIUUN
[enapTaMeHT rocygapCTBEHHOW MNonNuUTMKM B cdepe obuwero obpasoBaHus
MwuHoGpHaykn Poccun HanpaenseT ana csefeHuss paspaboTaHHble BpemeHHown
komuccuen Coseta Pepepaumm N0  pas3BUTUO  MHGOPMAaLMOHHOIO obuiecTBa
MeToAuYeCKMe pekoMeHdauunm o pasMeweHnn Ha UHAGOPMAaLUMOHHBIX CTeHAax,
omuManbHbIX  UHTEPHET-caWTax U APYrMX  MH(OPMAUMOHHBIX  pecypcax
obLieobpasoBaTerbHbIX OpraHM3aumMin U OpraHoB, OCYLLUECTBASIOLWNX YyrpasreHne B
cepe obpasoBaHus, MHGoOpMaLMM 0 Be3onacHoOM NoBeAEeHUN U UCMOSb30BaHUU CETU
"UHTepHeT".
Hvpektop [enaptameHTa
A.E.TNETPOB
MpunoxeHwne
METOOANYECKWE PEKOMEHOALIUU
O PABMELWWEHUN HA UHO®OPMALIMOHHbIX CTEHOAX, OPULIMATIbHbBIX
MHTEPHET-CAUTAX U OPYI'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBLUEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA N OPFAHOB,
OCYLWLECTBNAKOLWUX
YMNPABJIEHUE B C®EPE OBPA30OBAHUA, UH®POPMALIMN O BE3OINMACHOM
NOBEAEHUU U UCMNOJIb3OBAHUU CETU "MHTEPHET"
Okcneptammn n uyneHamu BpemeHHon komuccum Coeta Pepepauum no passuUTUIO
MHOPMaLUMNOHHOIo obLecTBa B pamMKax BbINOSIHEHUS peKoMeHAauun naprameHTCKUX
cnywaHun "AkTyanbHble BONpocbl obecneyeHnss 6e30nacHOCTM U pasBUTUA OeTen B
MHOPMaLMOHHOM MpocTpaHcTBe", koTopble npowsiv B CoseTte ®eaepauumn 17 anpens
2017 r., Obinn paspaboTaHbl METOOUYECKME PEKOMEHZAUMM O pasMelleHMM Ha
WHPOPMALMOHHBIX  CTeHAdax, ouumanbHblX  UHTEPHET-caWTax WU ApYyrux
MH(POPMALUMNOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHu3auun U OpraHos,
OCYyLLEeCTBNALWNX ynpaBrneHne B cepe obpasoBaHus, UHopMaumn o 6esonacHom
noBedeHMM M ucnonb3oBaHun cetn  "WHTepHeT" (manee - meTogudeckue
pekomMeHaauum).
MeToauyeckne pekomeHOaUUW HanpasBrieHbl Ha KayYeCTBEHHOE MOBbIWEHWE YPOBHS
MHPOPMALMOHHON AeATeENbHOCTM 06LeobpasoBaTenbHbIX OpraHu3auuMim M OpraHos,
OCYLLECTBNALWMX YynpaBneHme B cdepe obpasoBaHus, B 4YacT MHGPOPMUPOBAHUA
yyalmxcs, ux poguTtenen (3akoHHbIX nNpeacTaBuTenien) n negarorm4ecknx paboTHUKOB
00 OCHOBHbIX acnekTax UHopMaLMoHHON 6e3onacHOCTH.
MeToguueckne pekomeHgaumm MO3BONAT oOLieobpas3oBaTenbHbIM OpraHusaumsam u
opraHam, OCYLLIEeCTBNALWMM ynpaBneHne B cdepe obpasoBaHus, akTyanusnmpoBaTb



yXe ucnonb3dyemble W pasMelleHHble WHJOPMAaUMOHHbIE MaTtepuarnbl, Tak U
NoAroTOBUTbL UX B CIlydae UX OTCYTCTBUA C YHETOM JyYLUMX NPAKTUK U peKOMeHOauunn.
B pamkax meToguyeckux pekomeHaaunmn paccMaTpmBaroTcsa cneayowmne MHCTPYMEHTDI:
1. NHOPMALIMOHHbIE CTEHAbI;
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeactea MaccoBoW MHGoOpMauuKM (LWKOMbHbIE ra3eTbl, Negarorndeckue n3gaHus u
Apyrue).

UHdopmaumoHHble cTeHAbI
Ha  wuHdopmaunoHHbix cTeHgax B obuweobpasoBaTenbHbIX  OpraHMsaumsx,
pacrnonoXeHHbIX B hone ydpexxaeHun n B kabmHeTax, OCHALLEHHbIX NepcoHanbHbIMU
ycTpoucTBamum Ans Bbixoda B ceTb "HTepHeT", pekomeHOyeTcss pasMecTuTb
WH(POPMALUMNOHHbIE NaMATKW, coepKallnme OCHOBHble coBeTbl Mo obecneyvyeHuto
NHpopMaLNOHHOM 6e30MacHOCTH yYaLLMXCS.
B npunoxeHun N 1 K meTognyecknm pekoMeHgaumsiMm npeacrasneH obpasel, namsaTku
AN pa3MeLleHns Ha MHPOPMAaLUMOHHbIX CTeHAaXx.

CpenctBa maccoBoun MHcpopmaumm
B cpeactBax maccoBon MHGOpPMaLMUM, OPUEHTUMPOBAHHbLIX Ha oby4aroLlmxcs,
pekoMeHayeTcs B TeyeHne yuyebHoro roga perynsapHo nybnukoBatb MH(OPMaLNOHHbIE
MaTtepuansl, NOCBSILLEHHbIE OTAENbHbIM acnekrtaMm nHgopmaumoHHon 6e3onacHocTn, a
Takke pasnuyHble NamMaTKM obLLero xapakrepa.

B cpegctBax MaccoBoM  MH(pOpMaUMW, OPUEHTUMPOBAHHbLIX Ha nefarornyeckyto
OOLEeCTBEHHOCTb, pPEeKOMeHOyeTCd B TedeHue KanengapHoro roga perynspHo
nybénukoBatb WMH(OPMAaLMOHHbIE MaTepuarsbl, MOCBALEHHbIe OTAeNbHbIM acrnekTam
NHOpPMaLNOHHOM B6esonacHoCTH Kak HeCOBEpPLUEHHONETHUX, Tak n
obweobpasoBaTerbHbIX OpraHu3auuMi, a Takke pasfnuyHble namMAaTkM, 0030pbl
HOPMaTMBHO-MPABOBOIO PerynmpoBaHna AaHHou cpepbl 1 MHPOpMaLMIO O akTyanbHbIX
MEepPONpPUATUSX N COBLITUSIX B JaHHOM cdhepe.

B xopme npoBegeHus EpguHoro ypoka no 6esonacHocth B cetn  "MHTepHeT"
pekomeHayeTca obecnevntb BbIMYCK TeMaTMYeCKOro BblMycka CpeacTBa MacCOBOW
nHpopmauun nnbo cepum nybnukaumin, cpeam KoTopbix PacCMOTPETb OPraHM3oBaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX npeacTaBuTenen) wu
negarormyeckon obLLEeCTBEHHOCTH.

OdmumanbHblie UHTEpHeET-pecypcbl
O6uweobpasoBaTernbHbIM  OpraHM3auusiM pPeKkoMeHOyeTCAa Ha CBOMX oduLManbHbIX
NHTepHeT-pecypcax  obecrneyntb  PYHKUMOHUPOBAHWE  CaMOCTOSITENBHOIO WU
crneumanuampoBaHHoro pasgena "MHdgopmaumoHHas 6e3onacHoCcTb"”, B paMKax

KOTOPOro npefycMoTpeTb pasMelleHre creayrouen nHpopmaunu:
dopmar
npeacraBjacHus
N Pasznen/moapasnen MaTepHaJIOB Coaep:xaHue MaTepuaaioB
PasmeluatoTcs Konun JOKYMEHTOB, T.€.
CKaHMPOBaHHbIA BapnaHT JOKYMEHTA,
COOTBETCTBYHOLMNN TpeboBaHMAM K
napameTpam CKaHMPOBaHUS.
lokanbHble PasmelyatoTca JOKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernaMmeHTupyoLLmMe opraHmsaumio u
cdepe obecrnedeHns paboTy C NnepcoHanbHbIMU JAHHbIMU,
MHJOOPMaLNOHHON Konun nnaHbl MEPONPUATUIA NO 0BecnevYeHnto
GesonacHoCTK TOKYMEHTOB B [MH(popMaumnoHHom 6e3onacHoCTH
1 .[o6yyatomxcsa cbopmaTte *PDF |obyyaroimxcs u gpyrue.
HopmaTusHoe Konuu [My6nukyroTcs akTyanbHble CBEAEHNSA O
2 JperynupoBaHue NOKYMEHTOB B |[pefepalibHbIX M perMoHanbHbIX 3aKoHaXx,




dopmate *PDF

NMMCbMax OpraHoB BNacTu 1 apyrve
HOPMaTMBHO-NPaBOBbIE AOKYMEHTbI,
pernameHTupytoLme obecneyeHve
NHopmaunoHHoM 6e3onacHoOCTH
HecoBepLUEHHONETHMX. [lonyckaeTcs
BMECTO KOMWIA pa3meLLaTb rMNepCChbINKu
Ha COOTBETCTBYHOLLME JOKYMEHThI Ha
calTax OpraHoB rocyapCTBEHHOM
BracTw.

MNeparornyecknm

fpaboTHMKam

TekcT Ha
CTpaHuLUe canta
Konun
[TOKYMEHTOB B
dopmate *PDF

PasmeluatoTcs metogmyeckme
pekoMeHJauun 1 ykasbliBaeTcs
MHOopMaLnA 0O MEPONPUATUSIX,
NpoeKTax u nporpammMax, HarnpaBJieHHbIX
Ha NoBblLLeHMEe NH(OPMaLIMOHHOMN
rPaMOTHOCTU NeJarorm4yeckmx
pabOTHNKOB.

|O6yyatowmmcesa

TekcT Ha
CTpaHuLe canta

PasmelyaeTcs nHgpopmaumoHHas
namatka (npunoxenune N 2) n
yKka3sblBaeTcsa MHpopmaums o
MEepPONPUATUSX, NPOeKTax 1 nporpammMax,
HanpaBrieHHbIX Ha NOBbILIEHNE
MHPOPMALMOHHOW rPaMOTHOCTU
oOy4aroLmxcs.

Poantenam (3akoHHbIM

npeacTaBUTENsAM)

Jobyyvaromxcs

TekcT Ha
CTpaHuLe canta

PasmellaeTca nHpopmaumnoHHas
namsaTka (npunoxexHne N 3).

Pasmelaetca nHgopmauus o
pEKOMeEHOyEeMbIX K UCMOMb30BaHUIO B
TekcT Ha y4ebHOM npouecce 6esonacHbIx canTax,
CTpaHuue canta|baHHepbl 6e30nacHbIX AETCKMX CanToB.

[leTckne Ge3onacHble
6.[canTol

OpraHaM, ocyuwlecTenAalWMM ynpasrieHne B ccbepe O6pa3OBaHM$I, pekomMmeHayeTcAa Ha

cBoMX  oduuymanbHbix  WHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOATENBHOIO U cneunanmsanpoBaHHOro pasgena  "MIHopmMaunoHHas
Ge3onacHoOCTb", B paMKax KOTOPOro npeaycMOTpeTb pasMeLleHne CcrneayoLen
NHdOpMaLNK:

MpunoxeHne N 1
NAMATKA
Oona oYYAKOLLKUXCA 06 UHOOPMALIMOHHON BE3ONACHOCTU OETEN
HEJTIb3A
1. Bcem nogpsg coobuiatb CBOK YaCcTHYK MHOpMaumMo (HacToswme nms, haMmmnnuio,
TenedoH, agpec, HOMep LUKOSbI, a Takke oTorpacdmm CBOU, CBOEN CEMbM U ApPY3€eN);

2. OTKpblBaTb BMOXeHHble annbl JNEKTPOHHOM MOYThbl, KOrda He 3Haelb
oTnpaBuTens;
3. pybutb, npuaMpaTbCs, OKasbiBaTb [OaBfeHMe - BecTU cebsi HEeBEeXNNBO U
arpeccuBHo;

4. He pacnopsikancs geHbramm TBOen cembn 6e3 paspelleHunsa cTtaplux - Bcerga
cnpawuBan pogutenen;

5. He BcTpevaunca ¢ WHTepHeT-3HaKOMbIMW B pearibHOM XU3HW - MOCOBETYUCHA CO
B3POCIIbIM, KOTOPOMY [OBepSELLb.

OCTOPOXHO



1. He Bce nuwyT npaegy. Ymtaewsb o cebe HenpaBay B VIHTepHeTe - coobuwm 06 aTom
CBOUM POAUTENSAM UNN ONEKYHaM;
2. MNpurnawatoT nepennucbiBaTbCs, UrpaTb, 0OOMEHNBATLCA - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBay B3pocrbiM 0 npobnemax B CeTU - OHW BCeraa noMoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTU M MPUMBATHOCTWU, YTOObI HE MOTEPSATH CBOU
aKKayHTbl B COLICETSX M OpYrnx nopTanax.
MO>XHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. MNMonbayewbca NHTEPHET-UCTOYHUKOM - ernan CCbIfKy Ha Hero;
3. OTKpbIBaKM TOMNbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;
4. ObLwaTtbcsa 3a NOMOLLbLIO B3POCHbIM - poaUTENU, ONeKyHbl U agMUHUCTPaLNS CanuToB
Bcerga nomoryr;
5. Tlponan ob6yyeHne Ha caute "CeTeBMYOK" M NONy4yn nacnopt umdpoBoro
rpaxgaHuHa!

Mpunoxexne N 2

MHO®OPMALIMOHHAA MAMATKA
Ond ObYYAKOLWKMXCA And PASMELLUEHUA
HA O®OULIMATIbHBLIX MHTEPHET-PECYPCAX

C KaxgbIM rofoM MOMoAeXn B UHTEPHETE CTAaHOBUTLCS BonbLue, a LUKOMNbHUKN O4HU U3
caMbIX aKTMBHbIX Nofib3oBaTenen PyHeta. Mexay Tem, MOMMMO OrpOMHOrO KosimyecTBa
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrnembl. OTa namsitka AOSMKHa nomoudb Tebe
©e3onacHo HaxoauTbCs B CETH.
KomnbloTepHble BUPYChI
KoMnbloTepHbIMN  BUMPYC - 3TO  Pa3HOBUMAHOCTb  KOMMbIOTEPHbLIX  Mporpamm,
OTNNYNUTENBHON OCODOEHHOCTBIO KOTOPOWN SABMSAETCA CMOCOBHOCTb K pa3MHOXeHut. B
AOMNOSIHEHME K 3TOMY, BUPYCbl MOTyT MOBPEOUTb WKW MOMHOCTBK YHUMTOXUTbH BCe
annbl M OaHHble, MNOOKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHUW KoToporo 6bina
3anylleHa 3apaxeHHas nporpaMmma, a Takke MNOBpeauTb WM Jaxe YHUYTOXUTb
OMepaumoHHy0 cCucTemMy co Bcemu danvnamum B uenomMm. B GonblKMHCTBE crniyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.
MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:
1. cnonb3yn coBpeMeHHblE OnepaulmoOHHbIE CUCTEMbI, UMEOLLNE Cepbe3Hbl YPOBEHb
3aWnTbl OT BPEOOHOCHbIX NPOrpamm;
2. locTosiHHO ycTaHaBnvBan nadTu (UMpoBble 3annaTkn, KOTOpble aBTOMaTU4YECKU
yCTaHaBMMBAKTCA C Lenblo AopaboTkM nporpaMmmbl) U Apyrme OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBanm UX TOSNbKO C ouumManbHOro canta paspabotyvka
OC. Ecnu cyLiecTByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN ErO;
3. Pabotam Ha cBoeM KoMMbkTEpe nMog npaBamMu NOMb3oBaTens, a He
agMuHUcTpaTopa. O3TO He No3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  MporpamMmm
WMHCTannMpoBaTbCs Ha TBOEM NEePCOHANIbHOM KOMMbIOTEPE;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NMPOAYKTblI U3BECTHbLIX NPOU3BOAUTENEN, C
aBToMaTu4ecknum obHoBneHnem 6as;
5. OrpaHuyb U3N4eCcKkMin 4OCTYN K KOMMbIOTEPY AM51 NOCTOPOHHUX NNLL;
6. icnonb3ymn BHELLHWE HOCUTENW MHpopMaLnn, Takue Kak drieLuka, guck unu damn ma
WHTEepHeTa, TONbKO U3 NMPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMNbOTEPHbIE (hansibl, NOMyYeHHble U3 HEeHaOEeXHbIX WUCTOYHWUKOB.
Haxe Te dpannbl, KOTOpbIE NpuUcan TBOW 3HAaKOMbIN. Jlyylle yTOYHW y Hero, oTnpasnisasn
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, He TEXHOMOIMS, a BCero nuwb 6peHn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpupoana 6peng "WECA", uto



obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbli nepeBoguTCcs Kak
"GecnpoBogHas TOMHOCTL".

[lo Hawero BpemeHu fowna gpyras abbpeBumaTtypa, KoTopasd SBNAETCA TakoOM e
TexHonornen. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbINIO JAHO C HAMEKOM Ha
cTaHdapT Bbiclien 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTb".

[a, 6ecnnaTHbI MHTEPHET-AO0CTYN B Kade, OTENAX U adponopTax ABASETCA OTMYHON
BO3MOXHOCTbIO Bbixo4a B WHTepHeT. Ho MHorme 9akcnepTbl CYMTAlOT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl No 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHpopmauuio vepes obuwenoctynHoele Wi-Fi cetu.
PaboTtas B HuX, xenaTtefnbHO He BBOAUTb Naposiv A0CTyna, JIOrMHbI U Kakme-To HOMepa,;
2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U GpaHgmayep. TeMm cambim Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn wucnonb3oBaHun Wi-Fi oTkntoun dyHkumo "O6wmin goctyn Kk dannam u
npuHtepam". [aHHas QYHKUMS 3akpbiTa MO YMOSYaHWUKD, OAHAKO HeKoTopble
nosfib3oBaTesiv akTUBUPYIOT ee And ygobcTea ncnonb3oBaHnsa B pabote unm yyebe;

4. He uncnonb3yn nyonuudbin WI-FI ona nepegaym nNuYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B coumanbHble CETU UMW B SNEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonNbKo 3alumiieHHoe coeauHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B wmobunbHom TenedoHe oOTkmouM  dyHkumo  "TogknwoveHne k- Wi-Fi
aBTOMaTu4deckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBO€Ero cornacus.

CouuanbHble ceTu

CoumanbHble CETU aKTUBHO BXOOAT B HaLly XWU3Hb, MHOrMe nioaun paboTtatT n XuByT
TaMm MOCTOsHHO, a B Facebook yxe 3apeructpupoBaH munnuapg 4YenoBek, 4TO
ABNAETCA OOHOW CeabMON BCexX Xutenem nnaHeTtbl. MHoOrme mnonb3oBaTenn He
NMOHUMALOT, YTO MHdOPMaLUS, pa3MeLleHHass UMN B COUMarbHbIX CETSX, MOXET ObiTb
HangeHa W UCMonb30oBaHa KeM YrogHo, B TOM uucre He obsAsaTtenbHo ¢ 6narumm
HaMepeHNAMMN.

OcHOBHbIe coBeTbl N0 6€30MacHOCTU B coUMarbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO OblTb CRyyYamHbIX Y
He3HaKOMbIX JTIOOEWN;

2. 3awumuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUA W OPYry0 §UYHYIO MH@OpPMauuio.  3MOYMbIWMAEHHUKA  MOTyT
MCNONb30BaTb Aaxe WH(opMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTU KAHUKYNbI;

3. 3awumwan ceow penytauuio - AepXn ee B YACTOTe U 3agaBan cebe BOMpoc: xoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaews? [Nogyman, npexae
4YeMm 4YTO-To onyGnMKkoBaTh, HAaNUCaTb W 3arpy3nThb;

4. Ecnu Tbl roBOpMLb C NIOABMK, KOTOPbIX HE 3HAELlb, HE MCMNOMb3yM CBOE pearbHoe
UMS U OPYTY0 NUYHY0 MHpOpMaLUK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa doTtorpadui B IHTEpHETE, rae Tbl N300paXkeH Ha MEeCTHOCTH,
Nno KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHMNE;

6. Mpwn pernctpaumm B coumnanbHOM ceTU HEOOXO4MMO MCMONb30BaTh CIIOXKHbBIE NAPOIN,
cocTosime m3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTn, NOYTbl U OPYrMX cCanToB HEOHXOOMMO MCMONb30BaTh pasHbIe
naponu. Toraa ecnu 1eb4a B3NOMatoT, TO 3MOYMbILUNEHHUKN MOMydYaT AOCTYN TOMbKO K
OHOMY MECTY, a He BO BCe cpaay.

OnNEKTPOHHbIE AEHbIN



ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnatexewn, O4HaKo CyLIEeCTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE EeHbIMN MOABUIINCL COBCEM HedaBHO U MMEHHO M3-3a 3TOr0 BO MHOTMMX
rocygapcreax 4o CUMX Mop He NPOMNMCcaHo NpPO HUX B 3aKOHaXx.

B Poccun ke OHM (PYHKUMOHMPYIOT M O HUX YXe MponncaHoO B 3akoHe, rae ux
pasgensioT Ha HECKONBbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpbIX paspelwaeTcsas MNpoBOAMTb onepauun 6e3
noeHTUUKaumMm nonb3oBaTens, a B HEaHOHUMMHbIX MAEHTUdUKaUUa norb3oBaTens
aBnsaetca oba3aTtensHon.

Takke crnegyeT pasnuyatb 3NEKTPOHHbIE bMaTHble OeHbMN (paBHbl rOCyAapCTBEHHbIM
BaniTam) U ONEeKTPOHHble HeduaTHble [AeHbr (He paBHbl roCy4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C NEKTPOHHbIMU AeHbramu:

1. TpuBsHXM K cHETY MOOWNBbHBIM TenedoH. 3To cambln yaobGHbIN 1 BbICTPbIN cNocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [puBs3aHHbINn TenedoH NOMOXET, ecnn 3abyaellb CBON
nfaTeXHbl Naposb UK 3anfellb Ha canT ¢ HE3HAaKOMOrO YCTPOUCTBA;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUMEHHYHO aBTOpu3auuio
Tebe yxe He ByfeT yrpoxaTb ONAaCHOCTb KpaXu Ui nepexasata NraTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OygeT He MpoCTO yragaTb CrOXHbLIN
naponb. HagexHble naponu - 3To Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKMOYaOT B ceba CTPOYHbIE M MPOMNUCHbIE BYKBLI, UUGPbLI U HECKOSTbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHblii 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He AoBepSeLLb.

OneKTpoHHas noyTa

ONEeKTPOHHas noyTa - 3TO TEXHONOMMSA U NPeAoCTaBsSEMbIE €10 YCIyrn No NepecoInke u
NOMNYyYEHUIO 3MEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
ceTn. OO6bIMHO OSMEKTPOHHbIA MOYTOBbLIA AWMK BbIrMSAUT  cnegylowmMm  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegadm npocToro TeKCcTa, meeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbI N0 6Ge3onacHon paboTe ¢ SNEKTPOHHOM MOYTON:

1. Hago BbI6paTb NpaBuUsibHbIN MOYTOBLIN CcepBUC. B MHTEpHETE eCTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OL4HAKO Nydylle AOBEPATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHy aBTopm3aumio. OTO Korga noMuMOo Naposis Hy>KHO BBOOUTb
Kog, npucbinaemei no SMS;

4. Bblibepn cnoxHbin naponb. [Ons Kaxgoro MOYTOBOro silMKa AOJMKEH OblTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Napofb;

5. Ecnn ecTb BO3MOXHOCTb HanMcatb CaMOMYy CBOW JIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HeckomnbKO MOYTOBLIX AWMKOB. [lepBbiM A1 YaCTHOW MNepernvckn ¢
agpecatamu, KOTOpbIM Tbl [AOBepsellb. JTO 3MEKTPOHHbIM adpec He Hago
MCrnonb30oBaTh NPU perucTpauum Ha oopymMax u camTtax;

7. He oTkpbiBan gpannsl U gpyrue BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnv ot
TBOUX Apy3en. Jlydlue yTOYHN Y HUX, OTNPaBNAnn N oHn Tebe aTn dannoi;

8. lNocne okoH4yaHus paboTbl HA NOYTOBOM CepBUCE MNepen 3akpbiTUEM BKNagku C
canTom He 3abyab HaxaTtb Ha "Bbiitn".

KnbepbynnuHr nnm supTyanbHoe U3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAepXawwmMn ockopbneHus,
arpeccuvio, 3anyrmBaHue; XyruvraHcTBO; coumarnbHoe OOMKOTMPOBaHME C MOMOLLbHO
pasrinyHbIX UHTEPHET-CEPBUCOB.



OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynanHrom:

1. He 6pocaiica B 6on. Jlyqwmn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €Cnin HET
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCrnokouTbCs. Ecnm Tbl HaudHelwb
oTBeYaTb OCKOPOMNEeHnsAMM Ha ockopOneHusi, TO TONbKO elle 6onblle pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOMT 3a
aHOHUMHbIM aKKayHTOM,;

4. He cTonT BECTU XynuraHckuii obpas BUpPTYyarnbHON XU3HU. IHTEPHET ouKcupyeT BCe
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOK BUPTyasibHYIO YeCTb CMOSIOAY;

6. WrHopupyn enuHuyHbIn HeraTuB. OpHopasoBble OckopOuTenbHble CcooOLLeHUs
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSMU, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLLEHUA C
onpeerneHHbIX agpecos;

8. Ecnmn TbI cBugetenb kubepbynnuHra. TBouM [ENCTBUA: BbICTYNUTb MNPOTUB
npecrnegosaTens, MokasaTb €My, 4YTO ero [AeWCTBUS OLEeHMBAKTCA HeraTuBHO,
nogaepxaTb XepTBy, KOTOPOW HyXXHa Nncmxorornyeckas nomollb, CoodLWMTb B3pOCHbIM
0 hakTe arpeCcCcuUBHOro NoBeaeHUs B CETW.

MoOBunbHbIM TENedOoH

CoBpeMeHHble cMapT(OHbl K nnaHweTbl cogepxaT B cebe BMNOMHe B3POCHbIv
dyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMU.
OpHako, cpefcTB 3almThl A8 NOoA06HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N MOUCK YS3BUMOCTEN B HUX NPOUCXOAUT He Tak MHTEeHCMBHO, Kak ans MK, To e camoe
KacaeTcs 1 MOBUITbHbBIX MPUMOXEHWIA.

CoBpeMeHHble MObOUIbHbIE Opays3epbl yxe npakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako paclumpeHne yHKUMoHana BrneyeT 3a cobor BonbLUY CIOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.

[laneko He BCce NpoM3BOAUTENWN BbINyCcKaldT OOHOBNEHUS, 3aKpbiBalOLWME KpUTUYECKUE
YSI3BMMOCTU 41151 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-Hactosiwemy becnnaTtHbeiM. Byab ocTopoXeH, Beab korga tebe
npegnaratoT 6ecnnaTHbli KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakue-TO MnraTHble
ycnyru;

Hdyman, npexae yem otnpaButb SMS, ¢oTo Mnn Bnaeo. Tbl TOYHO 3HaAELUb, FOEe OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo oGHOBNATL OnepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMmmbl 4511 MOBUITbHBIX TeNedOHOB;

He 3arpyxan npunoXeHuss OT HEM3BECTHOIO MCTOYHMKA, BEOb OHWM MOTYT COAepXaTb
BPeOoOHOCHOE nporpaMMHoe obecneyveHue;

Mocne Toro kak Tbl BbIMAEWb C caWTa, rge BBOAMM NUYHYKO MHoOpMauumo, 3angm B
HacTpownku Bpaysepa n yganm cookies;

Mepuoaunyeckn npoBepsiv, Kakme nnaTHble YyCnyru akTMBMpOBaHbl HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUABHOrO TenedoHa TONbKO NMIOASM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yelbes. He 3abbiBan nHoraga
NpoOBepPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHMarH-Urpbl - 3TO KpPaCOYHble, 3axBaTbiBaloLMe pasBreyeHus,
obbeanHsALWMe COTHU ThICAY YenoBek No BceMy Mupy. Vrpokn nccneayoT AaHHbIN UM
MUp, obLalTca Opyr C APYroMm, BbIMOMHSAKT 3a4aHus, CPaXalTCs C MOHCTpamMu U



nonyyarT onbIT. 3a YOOBOMbCTBME OHM NNATAT: MOKynawT AWUCK, OnfadynBatroT
aboHeMeHT nnu npnobpeTarT Kakme-To Onuumn.

Bce otm cpegctea mayTt Ha noggepxaHwe U pasBuTME Urpbl, a TakKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCHA CUCTEMbI aBTOpPU3aLunK, BbiMyCKaTCA HOBblEe NaTyu
(undppoBble 3annaTkun Ans NporpamMmMm), 3aKpbiBatOTCH YA3BMMOCTU CEPBEPOB.

B nogobHbIX nrpax CToUT onacaTbCA He CTOMbKO CBOWX COMEPHUKOB, CKOJTbKO KpaXKu
TBOEro napons, Ha KOTOPOM OCHOBaHa CMCTeEMa aBTopu3aunmn 60NbLWMHCTBA Urp.
OcCHoOBHble coBeTbl MO 6e30NacHOCTM TBOEro UFPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebs nioxo nnm cosgaet Tebe HenpuATHOCTH, 3abnoknpymn
€ro B CNu1cke UrpoKos;

2. Tloxanynca agMuvHUCTpaTopaM Wrpbl Ha nMroxoe noBefeHue 3TOro Urpoka,
XenaTenbHO NPUNOXWTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBayn nn4Hyt0 MHGOpMaumio B npodpamnne urpsbl;

4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBamn HeouumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu;

7. Oaxe BO BpeMsi Urpbl He CTOUT OTKMNOYATb aHTUBMPYC. [Moka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

PULINHT NN KpaXKka NNYHBIX JAHHbIX

OObI4HOM Kpaxkeh OeHer U [OKYMEHTOB CEerofHsl yXXe HUKOro He yAMBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3MI0YMbILLIIEHHUKM MEPEMECTUNICE B UMHTEPHET, U
npogosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nodBmnacb HoBas yrpo3sa: UHTEPHET-MOLUIEHHNYECTBA UM (PULLNHT, rNaBHasa uenb
KOTOPOro COCTOUT B MOSyYEHUN KOH(PMAEHUMAnNbHbIX AaHHbIX Monb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuinckom asbike phishing yntaeTca kak dpuwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nopgospeBaellb, YTO TBOS aHKeTa Obina
B3NlOMaHa, To HeobxogMmMo 3abroKMpoBaThb ee N CoObLWNTL agMUHUCTPaToOpaM pecypca
00 3TOM Kak MOXHO CKOpeE;

2. Wcnonb3ym ©Oes3onacHble Beb-canTbl, B TOM 4uUCre, WHTEPHEeT-MarasvHoB U
MOMCKOBbIX CUCTEM,;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnv T1eba B3nomaroT, TO
3M10YMbILLMEHHMKN NonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIO B CETU, @ HE KO
BCEM;

4. Ecnn 1ebsa B3nomanu, TO HeobGXoAMMO npenynpeavTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobasnieHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3nomManu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCsA Cnam M CCbIfIKM Ha PULLNHIOBbIE CanTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTKNOYKN coxpaHeHne napons B bpayaepe;

7. He oTkpbiBan hannbl 1 gpyrne BROXEHUS B MUCbMax, AaXe eCriv OHWM Npunu ot
TBOUX Apy3en. Jlyudlle yTOYHN Y HUX, OTNPaBNANn N oHn Tebe aTn dannbl.

Lindposas penytaums

LincppoBas penytaums - 9T0 HeratMBHasa Uiy No3nTUBHaA MHgopmMaums B cetu o Tebe.
KomnpomeTupytowaa nHgpopmMmaums, pasmelieHHasi B UHTEPHETE, MOXET Cepbe3HbiM
obpa3omM oTpasnTbCs Ha TBOEW peanbHoOn xu3Hu. "Lincdposasa penytaumsa” - 310 TBON
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOEe MeCTO XuTenbctBa, y4ebbl, TBOe (PMHAHCOBOE MONOXEHNE, OCOBEHHOCTU
XapakTtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HaKaninBaeTCsi B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm fiM4HON MHgopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNEeACTBUN. Thl JaXe He CMOXellb JoragaTbecs



0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.
KoMmeHTapuu, pasmelleHne TBOMX doTtorpacdovim u apyrme OencTBuUs MOryT He
MCYE3HYTb Jaxe Mnocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHwun 3Ty
WHOpMauuio, nonasa fiM oHa B MOWCKOBbIE CUCTEMbI M COXpaHUNacb M OHa, a
rmaBHOE: 4YTO nogymalrT O Tebe oKpyxawline noan, KoTopble HauayT U yBUOAT 3TO.
HanTtn nHdpopmauunio MHOro neT Cnyctsi CMoXeT Nobon - kak n3 Aobpbix NodyxaeHun,
Tak U C HAMepeHEM MPUYUHUTE Bpes. OTO MOXET BbITb KTO YrogHo.
OcCHOBHbIe COBETbI NO 3aLuMTe LMGPOBON penyTaumnmn:
1. NMogyman, npexae 4em 4TO-TO NybrvMkoBaTb M NepefaBaTb y cebs B 6rore nnu B
couunanbHOu CeTu;
2. B HacTponkax npodunsa ycTaHOBU OrpaHMYeHNA Ha NPOCMOTP TBOEro Npodouns u ero
coAepXXMMoro, caernam ero TonbKo "ansa apysen”;
3. He pasmewan n He ykasbiBa MHpOpMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnatb
nnm obmxaTb.
ABTOpCKOe npaBo
CoBpeMeHHble LUKOMbHUKM - aKTUBHble MOMb30BaTeNU LUGPOBOro MNPOCTpaHCTBa.
OpHako ganeko He Bce 3HaKT, YTO NoSfIb30BaHNWE MHOTMMU BO3MOXHOCTAMU LIMGIPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb.
TepMunH "MHTennekTyanbHasi COOCTBEHHOCTb" OTHOCWUTCS K PasfuMyHbiM TBOPEHUSM
4YerioBeYeCKOro ymMa, HauuHasi C HOBbIX M300peTeHM U 3HakoB, OOO3Ha4aloLLMX
COBCTBEHHOCTb Ha NPOAYKTbI M YCNyrM, U 3akaH4YMBas KHuUramu, doTorpadusamu,
KWHO(UIIbMaMK 1 My3blKasibHbIMU MPOU3BEAEHNAMM.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOM3BeAEHMS
HayKu, niMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYMNalT B Ka4ecTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, JacT eMy
crnpaBeasniMBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOEro Tpyda, MonyyvvTb
N3BECTHOCTb 1 Npu3HaHune. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npouvsBedeHune, pacnpocTpaHATb, My6nMYHO OEeMOHCTpUpoBaTh, NpoAaBaTh,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrnmMyHO WUCNONHATb, NOKa3blBaTb/UCMOMHATbL B
athupe unu pasmewatb B IHTepHeTe.
Mcnonb3oBaHue "nmnpatckoro” nporpaMMHoOro obecneyeHmsi MoXXeT NPUBECTU K MHOTUM
puUckam: OT NOTEPU JaHHbIX K TBOUM akkayHTam 40 BrOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMEeHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYOT
nerasnbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HAWUTK B CETU.
O noprane
CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thl MOXelWwb Yy3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYNHbIM S3bIKOM, @ MNPW BO3HWKHOBEHUU
KPpUTUYECKON cuTyauum obpatuTtbCa 3a coBeTOM. A Takke NpUHATL ydvacTve B
KOHKypCax 1 cTaTb caMbIiM LUPPOBLIM rpaxxgaHMHOM!

MpunoxeHne N 3
NAMATKA Ons POOUTENENA OB MH®OPMALIMOHHOW BE3OMNACHOCTU OETEN
OnpepeneHne TepMunHa "MHdOpMaumoHHasas 6e3onacHoOCTb AeTen" COOAEepXUTCS B
®epepancHom 3akoHe N 436-®3 "O 3awmte geten oT MHMOPMaALUU, MPUYUHSAIOLLEN
Bpen UX 300pOBbI0 U Pa3BUTUID", PEryNMPYOLLMM OTHOLLEHUS, CBA3aHHbIE C 3aLLUUTON
aeten oT MHOPMaLMK, MPUYUHAIOWEN Bped WX 340pOBbI0 M (MNM) pasBUTUIO.
CornacHo gaHHOMY 3aKOHY "MHopMaunoHHas 6e3onacHoOCTb geTen" - 3TO COCTOSHUE
3alMLULEHHOCTN, MpPU  KOTOPOM OTCYTCTBYET PUCK, CBfI3aHHbIM C MNPUYNHEHUEM
MHopMaumnen Bpena ux 34opoBbio U (UNn) PU3NYECKoMy, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-3 wuHdopmauumen, npuyumHsoWen Bpen
3[0pPOBbIO U (MNN) Pa3BUTUIO OETEN, ABMSAETCA:



1. tHGOpMaUums, 3anpeLleHHas ansa pacnpocTpaHeHna cpeaun aeTen;

2. nHopmauusi, pacnpocTpaHeHNe KOTOPOWN OrpaHMYeHo cpeaun aeten onpeaeneHHbIX
BO3paCTHbIX KaTeropun.

3. K uHdopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:

4. nHpopmauusa, nobyxagarowias geTen K COBEPLUEHUIO AENCTBUA, NPeacTaBSOLNX
Yrpo3y WX XWU3HW U (UNn) 300POBbLI0, B T.4. NMPUYUHEHUIO Bpeda CBOEMY 3[40POBLIO,
caMoybuncTBy;

5. cnocobHOCTb BbI3BaTb Y OE€TeN XenaHue ynoTpebuTb HapkoTMYecKue CpeacTBa,
NCUXOTPONHble M (MNK) oaypmMaHuBawLwme BelwlecTBa, TabayHble u3genus,
ankoronbHyl M CNUMPTOCOAEPXKaLlyto NPOAYKUMIO, MUBO M HANWUTKW, U3roTaBnnBaemble
Ha ero OCHOBE; MPUHATb yyYacTue B asapTHbIX Urpax, 3aHUMaTbCs MPOCTUTYUMERN,
BpOASAKHNYECTBOM UM NONPOLLIANHNYECTBOM;

6. obocHoBbIBawLWas wnu onpaesAabiBalOWaad AOMNYCTUMOCTb Haculmss 1 (Unu)
XectokoctTn nmbo nobyxaarowaa OCyWeCcTBNATb HACUNbCTBEHHblIE AENCTBUS MO
OTHOLLEHUIO K IIOASM U XKUBOTHbBIM;

7. oTpuuarowas ceMenHble LLEHHOCTU U (POpMUPYIOLLLAa HEYBaXKEHWe K poauTensm u
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLLasi NPOTMBONPAaBHOE NOBEAEHNE;

9. cogepxallas HeLeH3ypHy bpaHb;

10. cogepxalias MHpopmaumio NopHorpadonyecKoro xapakrepa.

K nHdopmauum, pacnpocTtpaHeHne KOTOPOW orpaHnUYeHo cpean aeten onpeaesieHHoro
BO3pacTa, OTHOCUTCS:

1. nH(popmaums, npeacrasnsgemas B Buae M3obpakeHuUs UM OnmncaHus XXeCTOKOCTMU,
dusmyeckoro un  (MNKM)  NCUXMYECKONO  HAcunusl, NPECTYNfeHns UM  UHOro
aHTMObLLLECTBEHHOIO AENCTBUS;

2. BbI3blBalOWas y AeTen CTpax, yac Unu naHuky, B T.4. NpeacraBndemasi B Buge
N300paXkeHNa UM OnucaHuUs B YHWXKAIOLWEN YerioBeyeckoe [AOCTOMHCTBO dhopme
HEeHacUNbCTBEHHON CMepTKn, 3aboneBaHuWd, camMoybuncTBa, HEeCHaCTHOro crydas,
aBapuu unu katactpodbl 1 (UKN) UX NOCAEACTBUN;

3. npeacraenseMas B BMAE M300pPaXXeEHNA NUNKU ONUCAHUSA MOJSTOBbLIX OTHOLLUEHWUIA MeXay
MY>XHYUHOW U KEHLLMHOW;

4. copepxawan 6paHHble cCrnoBa W BbIPaXEHWUS, HE OTHOCSALIMECHA K HELEH3YpPHOM
OpaHu.

C ydyetom aTtoro Bam npegnaratotca npasuna paboTtel B cetn WHTepHeT ans
PasfiMyHbIX BO3PACTHbIX KaTeropumn, cobrnogeHne KOTOpbIX MNo3BONUT obecneynTb
MHOPMaLMOHHYO 6€e30NacHOCTb BalLUNX OETEN.

O6wwue npaBuna ons poantenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymTe nporpammHoe obecneyeHue,
nomorawulee uNbTPoOBaTb U KOHTPONUPOBaTb WMH(OPMaLMO, HO He noraramTechb
NMOSTHOCTbIO Ha Hero. Bawe BHUMaHue K pebeHky - rmaBHbI MeTon 3aLUmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM M3 couuanbHbIX CepBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaTENbHO WU3y4YUTE, KaKyH
MHOPMaUUIO MOMELLAT €ero y4yacTHMKM B CBOMX npodunsx u 6riorax, Bkno4yas
doTorpacun n BUAEO.

3. lpoBepbTe, C KakMMK ApYyrMMW canvTamu CBSA3aH coumanbHbli cepBuc Bawero
pebeHka. CrtpaHuykm Bawero pebeHka moryT ObiTb 6e3onacHbiMK, HO MOryT W
coepXaTtb CCbIfIKM Ha HexenaTtesnbHble U OnacHble CanTbl (HanpuMep, NOPHOCANT, UK
canT, Ha KOTOPOM Apyr yNnoOMUHaeT Homep coToBoro TenedoHa Bawero pebeHka nnm
Baw gomawHmnin agpec)

4. Moowpsante Bawmx geten coobwats 060 BCEM CTPAHHOM UMW OTTasNKMBAOLLEM U HE
CINULLKOM OCTPO pearnpymTe, Korga OHuM 3TO AenatoT (M3-3a onaceHust noTepsaTb SOCTYnN



K VIHTepHeTy OeTn He roBopAT poautensm O npobrnemax, a Takke MOryT Hadatb
ncnonb3oBaTb VIHTEpHET BHE AOMa W LLKOSbI).

5. ByobTe B Kypce ceTeBon Xu3Hn Bawwero pebeHka. MHTepecynTech, KTO UX ApYy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasnibHbIMU ApY3bsiMU.

BospacTt o1 7 go 8 net

B MHTepHeTe pebeHok cTapaeTcsi NOCETUTb T€ WU UHbIE CalTbl, @ BO3MOXHO M YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT pogutenen. [loatomy
poauTtensamMm ocobeHHO nonesHbl OyayT Te OT4eTbl, KOTOpble MNpefoCTaBnsTCA
nporpaMmamMn Mo oOrpaHuyeHuo ucrnonb3oBaHus WHTepHeTa, T.e. PoguTtenbckuin
KOHTPOSb UIK TO, YTO Bbl CMOXeTe YBUAETb BO BpeEMeHHbIX (hannax. B pesynbrarte, y
pebeHka He OyaeT owylieHus, YTO 3a HMM BeLeTCs MOCTOSIHHbIA KOHTPOSb, OAHAaKO,
poautenu 6yaoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr ux pebeHok. [etn B
AaHHOM Bo3pacTte obnagatT CUbHbIM YyBCTBOM CEMbM, OHM [LOBEPYMBbLI U He
COMHeBatoTcs B aBToputeTax. OHu NoBAT urpatb B ceTeBble Urpbl U NyTelwecTBOBaTb
no WHTepHeTy, UCMNONb3ys 3SIEKTPOHHYIO MOYTY, 3aXOAWTb Ha CaWTbl U 4aTtbl, He
pEKOMEHO0BaHHbIE POOUTENSMMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBui noceweHnst IHTepHeTa npu ydactum geten um
TpebynTe ero BbIMOMHEHUS.

2. Tpebynte oT Bawero pebeHka cobnioaeHWa BPEMEHHbIX HOPM HaxOXAeHusl 3a
KomnbtoTepoM. [okaxuTe pebeHky, 4To Bbl HabnwgaeTe 3a HAM He NoToMy 4To Bam
9TO Xo4eTcs, a noTomMy 4YTo Bbl Hecnokontecb 0 ero 6e3onacHOCTM U Bcerga rotosbl
€My NoMoub.

3. KomnbloTep ¢ noakniyYeHnemMm Kk MIHTepHeTYy OOMKEeH HaxoauTbCsa B o0Lle KoMHaTe
nog NPUCMOTPOM poauTenen.

4. VicnonbaynTte cneuuanbHble 4eTCKME NOMUCKOBbIE MAaLUMHbI.

5. Ncnonb3ynTe cpeactea 6NOKMPOBaHUSA HeXenaTesrlbHOro KOHTEeHTa Kak [OMOSHEHne
K CTaHOapTHOMY PoanTensCKOMY KOHTPOSHO.

6. CosganTe cemeunHbl JMEKTPOHHbIN AWKK, 4TOObl HE MNO3BONMUTL OAETAM WUMETb
cobCcTBEHHbIE agpeca.

7. bnokupynte goctyn K cantam ¢ 6ecnnaTtHbIMX MOYTOBBLIMU SLMKAMW C MOMOLLLIO
COOTBETCTBYIOLLErO NPOrpaMmMHoro obecneveHus.

8. [lpuyunte peten coBeToBaTbCcs C Bamu nepen onybnukoBaHuMem Kakon-nnbo
NHOPMaUUM CpeacTBaMU SNEKTPOHHOM MOYThbl, YaTOB, PErMCTPALMOHHBLIX OOPM U
npodunen.

9. Hayunte peten He 3arpyxaTb annbl, nporpammbl MnNn My3biky 6e3 Bawero
cornacwusi.

10. He paspewante pgetam UCnNonb3oBaTb CNYXObl MrHOBEHHOro obmeHa
COOOLLIEHNAMMN.

11. B "6Genbin" cnncok canToB, paspeLleHHbIX Ans NoceLweHnsi, BHOCUTE TOSNIbKO CanTbl
C XopoLuen penytaumnen.

12. He 3abbiBarite GecegoBaTb ¢ AeTbMu 06 MX Opy3bsX B VIHTepHeTe, Kak ecnu Obl
peyb LWa 0 Apy3bsX B pearnbHOW XU3HMU.

13. He penanite "taby" 13 BONPOCOB NOMOBON XWU3HW, Tak Kak B IHTepHeTe AeTn MoryT
Nerko HaTKHYTbCHA Ha NOpHorpaduio UnNn canTsl "ansa B3pocrbIx".

14. TMpuyunte Bawero pebeHka coobwaTtb Bam O nbbIX yrpo3ax wunu TpeBorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CMOKOWMHBbIMW U HarnOMHUTE OETSM, YTO OHU B
GesonacHocTM, ecnnm camMmy pacckas3anu Bam O CBOMX TpeBorax. [loxBanute ux u
NOCOBETYNTE NOLOWTU eLLe pa3 B NOAOBHbIX CriyyYasix.

Bospact geten ot 9 go 12 net

B maHHOM BO3pacTe AeTu, Kak npaBumo, YXXe HachnbllaHbl O TOM, Kakas MHdopmMaums
cywectByet B MHTepHeTe. COBEpPLUEHHO HOPMAarbHO, YTO OHW XOTAT 3TO YBUAOET,



npoyecTb, ycnbiwaTb. [1pyM 3TOM HY)XHO MNOMHUTb, YTO AOCTYN K HexenaTesfbHbIM
MatepmanamMm MOXHO nerko 3abnokumpoBaTb nNpu nNomowmM cpeacts PoauTtenbcKkoro
KOHTpORS.

CoBeTbl No 6e3onacHocTn ansa geten ot 9 oo 12 net

1. Co3pgante CNMCOK AOMAaLUHUX NpaBun noceweHns NHTepHeT npu ydyactum geten u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss HOpM HaxoXAeHUSA 3a KOMMbIOTEPOM.

3. Habnopgante 3a pebeHkoMm npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4Tto Bbl
BGecnokontecb 0 ero 6e30nacHOCTM 1 BCeraa roToBbl OKaszaTb €My MOMOLLb.

4. KomnbloTep ¢ noaknoveHnem B VIHTEpHET AOMKEH HaxoguTbecs B obuien KomHaTte
noA NpUCMOTPOM pPOAUTENEN.

5. Ncnonb3ynTe cpencrtea 6nokMpoBaHUSA HEXenaTerbHOro KOHTEHTa Kak OMOSIHEHNE
K CTaHOapTHOMY PoantenbCKOMy KOHTPOSO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEOCTBEHHOE Yy4vacTue B XU3HM pebeHka,
GecepoBaTb C 4eTbMK 06 UX Apy3bsax B VIHTEpHeTe.

7. HacrtamBante, 4tOObl OE€TW HUKOrga He cornawanucb Ha §nUYHble BCTpeYn C
Apy3bsaMu Mo IHTepHeTy.

8. lNosBonante AeTaM 3axo4uTb TOMbKO Ha canTbl M3 "Genoro" cnucka, KOTOpbIn
co3ganTe BMecTe C HUMM.

9. lpuyunte peTtenm HuUKOrga He BblgaBaTb JMYHYKD WMHGOpMaUUK cpencTtBaMu
9NIEeKTPOHHOM  MOYTbl, YaToB, CWUCTEM MrHOBEHHOro obmeHa coobLeHnamu,
PErMCTPaLUMOHHBIX OPM, NUYHBLIX Npodhunern M Npu perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTb nNporpammbl 6e3 Bawero paspeweHus. O6bacHUTE
MM, YTO OHM MOFYT CINyYallHO 3arpy3nTb BWPYCbl WNWU OpYyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

11. Cospante Bawemy pebeHKy OrpaHv4YeHHyl Y4YeTHyK 3anucb Ans paboTbl Ha
KOMMbloTepe.

12. lMpuyunte Bawero pebeHka coobwatb BaM O nbbIX yrpo3ax WM Tpesorax,
CBSA3aHHbIX C MIHTepHETOM. HanoMHuTe OeTtam, 4To OoHM B 6Ge30nacHOCTU, ecnn camm
pacckasanu BaM O CBOMX TPEBOrax u ornaceHusx.

13. Pacckaxute getsm o nopHorpadum B IHTepHeTe.

14. HactamBanmTe Ha TOM, 4TOOblI OeTW NpefocTaBnaAnM BaM [JOCTyn K CBOeu
3MEKTPOHHOM NoYyTe, YTOOLI Bbl YOEAUnMCh, YTO OHM He 0BLaTCa C HE3HaKoMLUaMN.
15. O6bAcHMTE [eTsaM, 4TO Henb3s WUCNonb3oBaTb CeTb ANA  XYNUraHcTBa,
pacrnpoCcTpaHeHusi CNNeTeH Unn yrpoa.

Bospact geten ot 13 go 17 net

B aTom BO3pacTe MoApOCTKM aKTUBHO WMCMOMb3YT MOUCKOBbIE MalUWHbI, MOJb3YHTCSA
3NIEeKTPOHHOM MOYTON, cnyx6amu MrHoBeHHOro obmeHa CcoobLeHUsaMK, CKkaymBaroT
My3blky M unbmMbl. ManbyMkam B 3TOM Bo3pacTe Oonblue no HpaBy cMeTaTb BCe
OrpaHNyeHunsi, OHN XaxayT rpyoboro oMopa, asapTHbIX UrP, KAPTUHOK "ANns B3pocnbIX".
[eBoykn npegnoumTaloT obuwarteCa B 4YaTax, MNpuM 3TOM OHM ropa3go 6Gonee
YYBCTBUTENbHbI K CEKCYyarbHbIM JOMOraTtenbcTBaM B MIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe poaMTENSsM yxKe BECbMa CITOXXHO KOHTPONIMPOBATbL CBOMX
AeTen, Tak kak 06 VIHTepHeTe OHM yXXe 3HaT 3HaYnTEeNbHO Borblle CBOMX poauTenen.
Tem He MmeHee, He oTnyckanWTe pgeten B "cBobogHoe nnaBaHue" no KHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTh B 00LieHn pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobnogate npaBuna WHTepHeT-Ge3onacHoCcTM -
cornalleHve mexay pogutenamm n aetbmun. Kpome toro, He06Xo0aANMO Kak MOXHO Yalle
npocmaTtpuBatb OT4eTbl O AesTenbHocTn aeten B WHTepHeTe. CneagyeT obpatutb
BHMMaHMe Ha HeobXoAMMOCTb CcoAepXaHusa poauTenbCKMX naponen (naponewn



aAMWHNCTPATOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb 3TUX
naponen.

CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante COMCOK AOMAalUHMX NpaBun nocelleHna WHTepHeTa npu  yvacTuu
noapocTKoB M TpebynTte 6e3ycrnoBHOro ero BbinonHeHus. O6roBopute ¢ pebeHKom
CMMCOK 3anpelleHHbIX canToB ("4yepHbln cnmcok"), 4vacbl paboTbl B VIHTepHeTe,
PYKOBOACTBO Mo obLieHunio B IHTepHeTe (B TOM YuUCrie B YaTax).

2. KomnbloTep C€ nogkroyeHnem K ceTun VHTepHeT OOomKeH HaxoguTbes B obuien
KOMHaTe.

3. He 3abbiBanTte GecenoBaTtb C AeTbMn 06 X Apy3bsax B VIHTEpHETE, O TOM, YEM OHU
3aHATbl Takum obpasom, byaTo peydb naeT o Apy3bsX B peanbHOW XusHu. CnpaluvsanTte
0 ngsax, C KOTopbIMW OeTu obuiarTca NocpeacTBOM CryXO MrHoBeHHoro obmeHa
coobueHnammn, 4Tobbl yoeanTbCa, YTo 3TW NoAN UM 3HAKOMBbI.

4. Ncnonb3ynTte cpeacTtsa GrOKMPOBaAHNA HeEXenaTenbHOro KOHTEHTa Kak JOMOMHEHne
K CTaHOapTHOMY PoauTensckoMy KOHTPOJTHO.

5. Heobxogumo 3HaTb, KakMmu 4atamu nonb3yotca Bawwn pgetu. [loowpsante
NCrnonb3oBaHMe MOAEPUPYEMbIX YaTOB M HacTauBauTe, 4YToObl AeTu He obuwanuch B
NPYBaTHOM pPEXMME.

6. HactamBante Ha ToM, 4YTOBbI AeTU HUKOrAa He BCTpeYanucb fIMYHO C ApY3bsMU U3
ceTn NHTepHeT.

7. Tlpuyynute peten He BbldaBaTb CBOK JUYHYHO UWHGOPMauuUo cpeacreamu
9NIEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOrO OOMeHa CcoobLeHnamu,
PerncTpaunoHHbIX ¢OpPM, NUYHbLIX Npodunerd U Npu perncTpaumm Ha KOHKYpPCbl B
NHTepHeTe.

8. MNMpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHus. O6bsicHUTe
MM, YTO OHM MOFYT CIyYalHO 3arpysnTb BUPYCbl UMW OpYyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nOObLIX yrpo3ax WnNu TpeBorax,
CBSA3aHHbIX C VIHTepHeTOM. HanomHuTe getsmM, 4To OHM B 6Ge3onacHOCTU, ecnn camu
pacckasanu Bam, O CBOMX Yrposax unu TpeBorax. [loxBanute ux M MOCOBETyWTe
nogonTK eLle pas B NOA0BHbIX Criyvasix.

10. PacckaxuTte getsm o nopHorpacgpum B NHTepHeTe. NMomMmornte Mm 3alnMTUTLCA OT
cnama. HayumTe nogpocTKOB He BblgaBaTb B VIHTepHeTe CBoero pearbHOro
9NEKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTelbHble NUCbMa M UCNONb30BaTb
crneunasnbHble NoYTOBblIE PUMBbTPbI.

11. Mpnyunte cebsa 3HaKOMUTBLCSA C cCanTaMn, KOTOpble NOCELLAaT NOAPOCTKM.

12. HayuuTe geten yBaxaTb OPYrux B MHTepHeTe. YOeauTech, YTO OHM 3HaKT O TOM,
4YTO MpaBua XopoLlero NoBeaeHst AEUCTBYIOT Be3e - AaxXe B BUPTyarlbHOM MUpe.

13. OObAcHWUTE [eTsaM, 4YTO HWM B KOEM clnyyae Henb3s ucnonb3oBaTb CeTb Ans
XyIMraHcTBa, pacrnpocTpaHeHUs CNreTeH Unm yrpo3 Apyrum noasm.

14. Obcygute ¢ nogpocTkamy npobnemMbl CeTeBbIX as3apTHbIX UIP U UX BO3MOXHbIN
puck. HanomHuTe, YTO AE€TU HE MOTYT UrpaTb B 3TN UIPbl COrMacHO 3aKOHY.

[MOCTOSIHHO KOHTpoOnMpynTe wucnonb3oBaHue VIHTepHeTa Bawwum pebeHkom! 31O He
HapyLleHne ero fMYHOro MpoCTpaHCTBa, a Mepa NpefoCTOPOXKHOCTU U MPOSABrEHUe
Bawen poantenbckon OTBETCTBEHHOCTU M 3ab0Thl.



